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In the world of increasing usage of the internet, data security plays an 

important role in achieving confidentiality, authentication, and integrity for 

secure communication. Cryptography and Steganography is the method to 

achieve data security through which information is protected and only the 

intended person can read the information. In this paper, a technique is 

proposed where Steganography and Cryptography are used in a combined 

manner for securing the data. In which the LSB method is used for 

embedding and extracting the data from the image. A symmetric 

cryptographic algorithm used to encrypt the data is done by using Armstrong 

numbers before embedding the data into the image.  A key is generated using 

Armstrong numbers and any specified string and the same key generated is 

used for encrypting and decrypting the data.  
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1.  INTRODUCTION 
Now-a-days, the data is considered as very important 

asset and securing the data is very much needed. The 

data must be protected while communication as well as 

when data is stored in storage disks, so that only 

intended person able to read and process it. 

Steganography is one of the techniques used for 

securing the information. Steganography is the 

technique of hiding secret data within a non-secret, file 

or message in order to avoid detection the secret data 

is then extracted at its destination. In Steganography 

technique, data is hidden into any object like in Image, 

Video, Text file, etc. The most popular technique used 

is Image Steganography [11]. 

In Image Steganography, there are many 

algorithms used, the most common algorithm is LSB 

algorithm. In LSB technique, a LSB bit of each RGB 

colour band container is manipulated by inserting a bit 

of data to be hidden. The image created is called stego-

image which is used as object for securely 

communicating. There many other techniques 

available for the image steganography, like Discrete 

Wavelet Transform (DWT) and Integer Wavelet 

Transform (IWT) [8]. The stego-image created 

cannot be easily detectable by the humans so it one of 

very secure manner for communication. 

Cryptography is another technique in which it is 

a study of techniques for making communication 

secure over internet. Cryptography is very much 

necessary over medium like internet for secure 

communication.  

In Cryptography, the main primary functions to 

be achieved are Confidentiality, Authentication, 

Integrity, Non-repudiation, Key-exchange. In 

cryptography, the data is encrypted at sender side 

using key and decrypted at receiver side. The data 

encrypted is not readable by human. In cryptography 

many algorithms are present, this algorithmic basically 

divided into three types: Symmetric encryption, 

Asymmetric encryption and Hash function.  

Symmetric key encryption is also known as 

secret key encryption where same key is used for 

encrypting and decrypting the data. This is the most 

basic encryption method and the problem with this 

method is distribution of the key. Ex:  AES and DES 

algorithm are the examples of symmetric key 

encryption algorithm. 

Asymmetric key encryption is also known as 

public key encryption where different key is used for 

encrypting and decrypting the data. This technique is 

widely used method due to many advantages. The 

popular algorithms are RSA algorithm. 
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Hash functions are encryption algorithm that is 

used to ensure the integrity of the message by hashing 

the message means encrypting the data which cannot 

be decrypted by any means. The popular algorithms 

are SHA, MD5. 
2. RELATED STUDIES 
Several sources were used, to study about related 

methodologies and theory for proposed system. Most 

related and important points regarding proposed 

method are mentioned below. LSB method is one of 

the most popular methods in Steganography. Some of 

the methods proposes algorithm that hides the bit 

format of the secret data (data to be hidden). In least 

significant bits of the cover image to form the stego 

material [1], [8]. 

When it comes to using steganography and 

cryptography in a combined manner, several methods 

are introduced. Most common way is encrypting secret 

data, and then hiding it in a cover material. In some 

methods data to be secured is compressed first and 

then encrypted [7]. Steganography Methods can be 

reversible and irreversible. Several techniques does not 

get original cover data back, i.e. in image processing 

original cover image is lost after extraction of data. 

While in some techniques, original cover data is also 

obtained [6], [15]. Several techniques have drawbacks 

like image distortion. These techniques focus on 

embedding part more than extracting part of algorithm.  

In some combined methods of Steganography 

and cryptography, processing time is more. While 

some methods have less quality of security. 

 

3. PROPOSED METHOD 
As discussed earlier, main aim is to hide the secret 

data into the vessel image and to make such provisions 

that its detection is not easily possible. 

So in order to achieve this, proposed system 

introduces method using an encryption technique 

which is actually based on Armstrong numbers to 

encrypt the secret data and then to embed the data so if 

by any means someone will be able to crack the 

embedding pattern then also recovery of secret data 

becomes difficult. This provision makes the system 

more secure and reliable. 

 

Module 1: Embedding along with encryption 

Part 1.1: Encryption 

STEPS: This process is based on XOR key 

generation using Armstrong numbers. 

1. 4 Armstrong numbers are taken. 

2. Then in the next step input value is taken and by 

combining that input with the Armstrong number, 

a XOR key is generated. 

3. Then 3 matrices each one for r,g,b respectively, 

are considered. 

4. The size of the matrix is 16*16 as the total 

number of the colors (encrypted data) that can be 

formed are in range 0 to  255. 

5. Then level 1 encryption is performed by xoring a 

byte (to encrypt) with the byte of the XOR key in 

a circular manner. 

6. Then a special key is generated by the XOR key 

which further helps in Encryption (level 2 

encryption) of the data using a mathematical 

formula in the corresponding r,g,b matrices. 

Part 1.2: Embedding the encrypted data 

        STEPS: 

1. The first step in any image processing technique 

is that when some changes in the image are 

supposed to be made, it should be loaded into the 

main memory. 

2. Then the pixel bands (Red, Green and blue bands) 

for that particular loaded image are extracted. 

3. The secret data that is the data which is encrypted 

above is taken. 

4. Then the single byte of data from the data is 

retrieved. 

5. Then the data is split according to the Embedding 

method. 

6. Previously the bands which were extracted are 

now inserted with the split data above. 

7. Accordingly all the bytes are filled into the 

particular pixel bands of the image. 

8. This process is basically carried on the sender side 

and the image which is being built during the 

process (stego image) is passed onto the receiver 

side and then at the receiver side the Extraction 

process continues. 

 

Module 2: Extraction along with decryption 

Part 1.1: Extraction  

STEPS: 

1) First the stego image is loaded into the main 

memory. 

2) Then the pixels are retrieved from the image. 

3) The bands(r,g,b) are extracted from the pixels. 

4) By using the sequence in the Embedding 

technique, bits are extracted and again combined 

together. 

5) In this way the secret data is extracted. 

 

Part 1.2: Decrypting the secret data 

STEPS: 

1) A byte to be decrypted is retrieved 

2) Using this byte, the row and column with the help 

of the value generated by the mathematical 

formula for decryption (level 2 decryption) are 

retrieved. 

3) Then the value of the row and column are 

combined and that is the encrypted data itself. 

4) Then level 1 decryption is performed by xoring 

the above encrypted data with XOR key in a 

circular manner. 

5) Finally the secret data is obtained. 
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4. RESULTS 
The proposed technique was performed for various file 

formats such as image, text, video etc. after applying 

technique on each format, PSNR and MSE was 

calculated. MSE (mean square error) represents 

deviation between original image and stego image as 

given in Eq. 1.  

 

𝑀𝑆𝐸 =
1

𝑀𝑁
    𝐼𝑥𝑦 − 𝐼𝑥𝑦

′  
2

𝑁

𝑥=1

 

𝑀

𝑦=1

                      (1) 

 

While PSNR (Peak Signal-to-Noise Ratio) tells 

us about noise in the image. Higher the PSNR as given 

in Eq. 2, higher is the quality of an image.  

 

𝑃𝑆𝑁𝑅 = 20 × 𝑙𝑜𝑔10   
255

𝑀𝑆𝐸2
                       (2) 

 

According to results obtained, proposed method 

shows good quality in image processing. 

 

5. FUTURE DIRECTIONS 
LSB methods must be updated as more powerful 

steganalysis techniques are being created by experts. 

Work can be done regarding size of stego image for 

specific formats.  

Existing Steganography and cryptography 

methods will be modified accordingly. But nowadays 

digital data is getting formed on a large manner. So, in 

the near future, crucial use of Steganography and 

cryptography techniques will be in digital data area.  

Various machine learning techniques are being 

introduced as well. Large and useful training sets can 

be major advantage for such techniques. Among 

various Steganography and cryptography methods, 

appropriate method should be selected to get better 

result. 

 

 

 

6. CONCLUSION 
A system is developed to hide the data into an image 

by combining two technologies like Steganography 

and Cryptography and therefore achieving its benefits. 

Thus, two layers of security are established which 

makes system more powerful according to security 

purposes. System can work with various kinds of data 

or information (Text, image, audio, and video). The 

main goal of system is to enhance capacity to hide the 

information and to increase the quality of stego image. 
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Table 1. Results of Proposed Methodology 

Cover image Secret data Stego image Extracted data MSE PSNR 

 

 
 

 

0.870 48.735 

 

SecretVideo.mp4 

 

SecretVideo.mp4 0.435 51.743 

 

Secret text data 

 

Secret text data 0.951 48.346 
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