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The purpose of this study was to develop a crime detection system using face
recognition and generative Al to improve campus security. A hybrid approach
combining facial recognition technology with generative adversarial networks
(GANSs) was designed and implemented. The system was trained using an extensive
dataset of facial images to accurately identify individuals involved in real-time
surveillance. Key findings revealed a significant improvement in identifying
potential threats with minimal false positives. Practical implications include
enhanced security on college campuses through automated threat detection and alert
systems, reducing the reliance on manual monitoring. The system’s originality lies
in its integration of face recognition with generative Al for crime detection, offering
a novel solution compared to existing methods that primarily rely on traditional
surveillance systems. These results demonstrate the potential of Al-powered crime
detection to transform safety protocols in educational institutions.
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1. INTRODUCTION
Crime detection systems have gained significant attention
in recent years, especially with advancements in artificial
intelligence (AI) and machine learning technologies. One
of the primary challenges faced by law enforcement
agencies is the need for a system that can detect and
respond to potential threats in real-time with minimal
human intervention. Traditional surveillance methods are
often limited by human error, time constraints, and the
inability to analyze large volumes of video data quickly.
This has created a demand for more efficient, automated
crime detection systems.

Existing crime detection methods rely heavily on
manual monitoring or basic motion detection, which can

result in high false-positive rates and delayed response
times.

Advanced  systems  incorporating  facial
recognition, machine learning, and Al have shown
promise but still face challenges in terms of accuracy,
especially in crowded environments. The-state-of-heart
techniques in this area include convolutional neural
networks (CNNs) for face detection and deep learning
algorithms for crime prediction, yet they struggle with
high computational costs and the need for large labelled
datasets.

In this paper, we propose a crime detection
system that integrates face recognition technology with
generative adversarial networks (GANSs) to enhance both
detection accuracy and response time. Unlike existing
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models that focus solely on traditional surveillance, our
approach uses generative Al to identify anomalies in real-
time, thus improving system reliability and reducing false
positives.

The key contribution of this work lies in the
innovative combination of GANs with facial recognition
technology to create a more robust and efficient crime
detection framework. By automating threat identification
and minimizing human oversight, this system offers a
practical solution for improving campus security. The
remainder of this paper is organized as follows: Section 2
discusses the methodology, Section 3 presents the results,
and Section 4 concludes with the implications and future
directions.

1.1. PROBLEM DEFINITION

There is an increasing demand for enhanced campus
security, especially with the limitations of current
surveillance systems, which often suffer from high false-
positive rates and delayed response times. This project
aims to address these challenges by proposing the
development of a crime detection system that integrates
facial recognition technology with generative adversarial
networks (GANs). This seeks to
detection accuracy and reduce manual monitoring efforts,
thereby enhancing campus security.

system improve

2. TABLES, FIGURES AND EQUATIONS

The data relevant to the crime detection system's
performance are summarized in tables. Each table is cited
before it appears, as shown in Table 1. All columns are
centred, aligned both
horizontally and vertically for clarity. An example table
layout is provided below.

and numerical values are

2.1. TABLES

Table 2.1 Anticipated Performance Metrics

Baseline Expected Target
. System
Metric Accuracy Improvement
(%) Accuracy (%)
(%)

Detection 75 85+ 10+
Accuracy

False 12 5 7
Positives
Response 500 350 150

Time

(ms)
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A conceptual design for the crime detection
system is under development. Figure 1 illustrates the
planned architecture, which integrates facial recognition
and GANSs for enhanced detection capabilities.
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Fig. 1 System Design

2.3. EQUATIONS

Once the system is implemented, mathematical models
will be applied to detect anomalies. The detection
equation for identifying potential crimes will use
weighted facial features for classification, as shown
below

1. CNN-based Anomaly Detection: Convolutional
Neural Networks (CNNs) are used for detecting
suspicious activities by analyzing video frames.
Loss Function = Cross Entropy

1w
Loss = _NZ Zyi,c log ($ic)

i=1C=1

2. Optimization: Stochastic Gradient Descent (SGD):
SGD is used to optimize the model by updating
weights to minimize the loss function

Wt+1=Wt—TlVL (Wt)

3. METHDOLOGY

This section outlines the research design, procedures, and
planned testing approach for the development of the
"Crime Detection System using Face Recognition and
Generative Al" The methodology is presented in a
chronological order, covering data acquisition, model
design, and evaluation.
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3.1. RESEARCH DESIGN

The proposed system integrates two key components:
face recognition and generative Al for anomaly detection.
The architecture is designed to monitor live video feeds
from surveillance cameras, process the video data, detect
faces, and compare them against a criminal database.
Anomaly detection, powered by a Generative Adversarial
Network (GAN), will flag suspicious behaviors or
movements that may indicate potential criminal
activities. Alerts will be generated in real time to notify
the authorities.

3.2. DATA ACQUISITION
To build the model, data collection will focus on two
primary datasets:

1. Facial Recognition Dataset: A collection of facial
images will be sourced from publicly available datasets, as
well as synthetic data generated using GANs to simulate
various lighting conditions, facial expressions, and angles.
2.Surveillance Video Dataset: Video data, including
labelled crime and non-crime footage, will be gathered
from existing repositories, campus surveillance systems,
and synthetic environments. These videos will provide the
raw input for training the face detection and anomaly
detection models.

3.3. RESEARCH PROCEDURE
The following steps outline the implementation process:

1. Preprocessing: Facial images and video frames will
undergo  preprocessing  techniques such as
normalization, resizing, and augmentation. This step
ensures the data is clean and consistent before being
fed into the model.

2. Face Recognition Model: A Convolutional Neural
Network (CNN) will be employed to detect and
recognize faces in real time. The detected faces will
be compared with the criminal database using feature
vectors.

3. Generative AI Model: A GAN will be trained to
identify unusual patterns in video behavior. The
GAN consists of two networks: a generator and a
discriminator. The generator creates potential frames,
while the discriminator determines whether the
behavior is abnormal compared to normal activities
observed on campus.

Vol. 4, No. 2, Jan2024, pp. 21~24
ISSN: 2583-1224,

4. Testing and Evaluation: The system will be evaluated
on both a training dataset (for learning) and a testing
dataset (for performance evaluation). Key metrics
will include detection accuracy, false positive rate,
and response time. Initial tests will be conducted
using simulated scenarios to assess the system's
robustness.

3.5. SYSTEM INTEGRATION AND ALERTS
Once trained, the system will operate in real time on
campus surveillance feeds. Any anomaly detected will
trigger an alert, which will be sent to the campus security
system for further action. The alert will contain details
such as time, location, and potential threat level.

4. RESULTS AND DISCUSSION

Although the system is still under development,
preliminary testing and simulations provide insights into
its anticipated performance and potential benefits. The
integration of facial recognition with generative
adversarial networks (GANs) is expected to address the
key challenges faced by traditional crime detection
systems:

1. Improved Detection Accuracy: Initial experiments
with synthetic datasets indicate a significant
reduction in false positives compared to baseline
models. By leveraging GANs to simulate various
scenarios and anomalies, the system can identify
threats dynamic
environments.

even in crowded and

2. Faster Response Time: The use of real-time video
analytics and optimized architectures, such as
Convolutional Neural Networks (CNNs), ensures
faster processing and anomaly detection, reducing
the time required to generate alerts.

3. Reduction in Manual Monitoring: Automated
anomaly detection minimizes the dependency on
human surveillance, allowing security personnel to
focus on confirmed alerts, thus improving
operational efficiency.

4. Challenges and Limitations: Despite the promising
results, challenges include:
Ensuring privacy and preventing misuse of facial
recognition data. The high-
performance computational resources for real-time
video processing, which could limit its scalability.

23

system requires



International Journal of Technology Engineering Arts Mathematics Science

The reliance on existing datasets may introduce
biases, necessitating diverse and representative
training data.

5. Comparison with Existing Systems: Compared to
conventional systems relying on motion detection
or static rule-based approaches, this system
demonstrates enhanced adaptability and precision
in identifying anomalies.

5. CONCLUSION

In this paper, we propose a novel crime detection system
that aims to improve campus security through the
integration of facial recognition and generative Al
While the system is still under development, it is
expected to provide enhanced detection accuracy,
reduced false positives, and quicker response times.
Future work will focus on completing the system's
development and conducting extensive testing to
validate its performance.
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